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Security Operations Officer

About Albea & the Product line that is recruiting
Albéa is a world leader in beauty, personal care, oral care, pharmaceutical and food packaging.
Albéa Gennevilliers is home to our global headquarters.

Scope
The Security Operations Officer directly reports to Albéa’s CISO. The position is on a full-time
basis, located 2 days/week in Gennevilliers (France) and 3 days/week “from home”.

Main activities

The Security Operations Officer :

» Mostly deals with IT Security, and prioritizes his/her activity based on risk to Albéa’s business

* Is the pivot person distributing Security related topics and issues to the relevant stakeholders and
making sure they are properly addressed

o Administrates Albea's security solutions and works in close collaboration with IT people (at Group
and local IS levels, internal or external, including 3rd parties)

0 He/she has or is able to get sufficient knowledge and understanding on various technologies
(cybersecurity solutions, infrastructure tools, cloud applications...etc) to constructively interact with
different IT stakeholders

o Contributes to (Business and IT) projects to ensure security related risks are identified and
properly addressed

o Contributes to Security Projects (e.g. implementation of a new security solution)

» Implements Information Security awareness program for IT and Business audiences (phishing
simulation, security training...etc)

Accountability including KPIs

The Security Operations Officer is in charge of :

Daily requests:

0 Analyze and validate information security related requests (e.g. whitelisting requests)
o Be the point of contact for IT security related questions

Security alerts & incidents:

0 Analyze phishing notifications and take relevant actions

o Analyze alerts received from the various Security solutions in place at Albéa

o When required ensure the Security Incident Process is triggered and delivered

“Security Watch”: monitor various information security related channels to identify new trends or
threats which might be relevant to Albéa.



Monitoring & Identification of IT security non-compliances:

o Produce KPIs related to IT Security audits

o Prioritize security gaps (risk based) & allocate them to the relevant owners

0 Monitor security action plans (for mitigation and/or remediation of the security gaps)

Produce global reporting and present it to the CISO (activities, risks, progress, areas of attentions)
— escalate when required.

Profile (Experience & qualifications)

* Minimum 5 years in IT, including 1 year in IT Security

» Having worked in a global environment with an organization similar to Albéa’s would be a plus
» Having worked as part of SOC and having dealt with security incidents would be a plus

FUNCTION

Information Systems

LOCATION

Genneuvilliers (92)

APPLICATION EMAIL ADRESS

jobs.gennevilliers@albea-group.com

TYPE OF CONTRACT

Permanent

DESCRIPTION

Responsible for administrating security tools and handling security alerts/incidents and daily
requests (mail/website whitelisting, administrator accounts). He will also contribute to identify
security non compliances and monitor remediation plans.



